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Outline
• Definition of Uncertainties

• Robustness Evaluation

• Reliability Analysis

• Best practise

• Safety assessment of 
autonomous vehicles



In Memory of Prof. Christian Bucher

• 1994 -2007 Professor for Structural Mechanics at the 
Bauhaus-University Weimar

• 2007-2023 Professor for Structural Mechanics at the 
TU Vienna

• 2001 Co-Founder of the Dynardo GmbH

• 2007 Co-Founder of the Dynardo Austria GmbH

• More than 300 academic publications in structural mechanics, 
dynamics, reliability, optimization and system identification

• Key algorithmic development in structural reliability and 
Robust design optimization
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Definition of Uncertainties



Robust Design Optimization
Best practice guideline for virtual product development

Design Understanding
Investigate parameter sensitivities, reduce 

complexity and generate best possible 
metamodels

Design Understanding
Investigate parameter sensitivities, reduce 

complexity and generate best possible 
metamodels

Model Calibration
Identify important model parameter for the 

best fit between simulation and measurement

Design Improvement
Optimize design performance

Design Quality
Ensure design robustness and 

reliability

Design Quality
Ensure design robustness and 

reliability

CAE-Data

Measurement
Data

Robust Design

Design Improvement
Optimize design performance



How to Define the Robustness of a Design?

• Intuitively: The performance of a robust design is largely unaffected 
by random perturbations

• Variance indicator: The coefficient of variation (CoV) of the objective 
function and/or constraint values is not greater than the CoV of the 
input variables

• Sigma level: Keep an undesired performance outside an interval of 
mean +/- sigma level (e.g. design for six-sigma)

• Probability indicator (Reliability analysis): The probability of 
reaching undesired performance is smaller than an acceptable value

6



How to Define the Robustness of a Design?
Robustness in terms of stability

• Performance (objective) of robust 
optimum is less sensitive to input 
uncertainties

• Minimization of statistical evaluation of 
objective function f (e.g. minimize mean 
and/or standard deviation):

Robustness in terms of requirements

• Safety margin (sigma level) of one or 
more responses y: 

• Reliability (failure probability) with 
respect to given limit state:
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Probability Distribution and Density Function
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Distribution Types
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Generalized Lambda Multi-Uniform

Bernoulli General discrete



gi

xi

CDF

Transform Uniform to Target Distribution

• Generation of uniformly distributed samples gi between 0 and 1

• Samples of uncorrelated random numbers can be generated using the inverse 
cumulative distribution function

• CDF and its inverse should be available as closed formula



Standard normal space Original space

Modeling of Input Correlations by the Nataf model

• Samples are generated according to a multi-dimensional standard normal distribution

• For each random variable the original marginal distribution is obtained by using the 
inverse distribution function

• Required linear correlation coefficients in standard normal space are iteratively 
obtained from correlations in original space



Definition of Input Correlations in optiSLang

• Definition of pairwise linear 
input correlations in original 
distribution space

• Small correlation 
coefficients between -0.2 
and 0.2 observed in data 
should be neglected 
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Robustness Analysis



Variance based Robustness Analysis

1) Define the robustness space using 
scatter range, distribution and 
correlation

2) Scan the robustness space by 
producing and evaluating n
designs

3) Check the variation 
4) Check the explainability

of the model

5) Identify the most 
important scattering 
variables



• Very efficient Monte Carlo Simulation

• Distribution function is subdivided into N classes of equal probability

• Reduced number of required samples for statistical estimates

• Reduced unwanted input correlations

Advanced Latin Hypercube Sampling
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Robustness Postprocessing
Traffic light plot

Histogram & Statistical Data

MOP/CoP

Sensitivities



Distribution Fit
• Automatic fit compares deviation of empirical (sample) distribution function with 

analytical CDF of candidate distribution types
Recommended distribution type has minimum sum of squared errors

• Single distribution type is fitted via moments to data points 

17



Limits

• Define lower and/or upper safety and/or 
failure limits

 Limits are indicated in the histogram, 
box-whisker and traffic light plots

Probabilities of violating the limits are 
calculated
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Exceedance Probability
• Probability of reaching values above a limit  

• For Gaussian distribution:
m x

fX(x)

x
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• Sufficient estimates of mean and 
variance with 50 to 100 samples

• Distribution fit and extrapolation 
of small event probabilities 
may be very inaccurate

• More precise reliability methods 
should be applied to verify small 
probabilities

Variance-based Robustness Analysis



Six Sigma and Design for Six Sigma (DFSS)

• Methodology for quality management and process improvement
• Most common approaches:

DMAIC - Define – Measure – Analyze – Improve – Control (existing process)
DMADV – Define – Measure – Analyze – Design – Verify (new process)

• Six Sigma requires a failure level smaller than 
3.4 defects per million opportunities (DPMO)

• Assuming a normal distribution a 4.5 sigma safety 
margin is required

• An additional empirically based 1.5 sigma shift was                                                                            
introduced of the mean value

• Variance-based robustness analysis is a suitable tool 
within a Six Sigma quality management process

4.51.5
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Example: Three-point Bending Beam
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System Cross section Maximum stress

Deflection

Distribution Mean value Standard deviation

Load P Normal 700 N 180 N

Length l Normal 2000 mm 20 mm

Width b Normal 50 mm 2 mm

Heigth h Normal 100 mm 2 mm

Young‘s modulus E Lognormal 11000 N/mm² 2230 N/mm²

Failure stress fail Lognormal 22.0 N/mm² 4.4 N/mm²



Example: Three-point Bending Beam
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Example: Three-point Bending Beam
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Limits which should be considered in the safety assessment:

• Maximum stress should be smaller or equal than failure stress: 
load_ratio = maximum_stress/failure_stress ≤ 1  
safety_margin = failure_stress - maximum_stress ≥ 0

• Maximum deflection should not exceed l/200=10mm

• 500 Latin Hypercube samples are 
evaluated in the Robustness workflow



Example: Three-point Bending Beam
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• Maximum stress is approximately 
normally distributed

• Load is most important input



• Load ratio indicates high safety

• Load and failure stress are most 
important

Example: Three-point Bending Beam
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• Safety margin indicates too small safety

• Failure stress is much more dominant 
than for the load ratio

Example: Three-point Bending Beam
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• Deflection limit indicates high safety

• Load and Young‘s modulus are most 
important

Example: Three-point Bending Beam

28



• load_ratio = maximum_stress/failure_stress ≤ 1  
safety_margin = failure_stress - maximum_stress ≥ 0

• Load ratio and safety margin consider same failure mechanism but would lead to a 
different safety assessment with variance-based Robustness evaluation

Example: Three-point Bending Beam

29



Sigma Level vs. Exceedance Probability
• The sigma level can be used to estimate the probability of exceeding a certain 

response limit
• Since the distribution type of the response is generally unknown, this estimate 

may be very inaccurate for small probabilities (sigma levels larger than 3)
• The sigma level deals with single limit values, whereas the failure probability 

quantifies the event, that any of several limits is exceeded
Reliability analysis should be applied to proof the required safety level 

Distribution Required sigma level (CV=20%)

pF = 10-2 pF = 10-3 pF = 10-6

Normal 2.32 3.09 4.75

Log-normal 2.77 4.04 7.57

Rayleigh 2.72 3.76 6.11

Weibull 2.03 2.54 3.49
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Reliability Analysis



Safety Concept
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• Failure occurs if loading S 
exceeds the resistance R

• Ultimate limit state

• Serviceability limit state



Reliability Analysis
• Limit state function g(x) divides the random variable space X

into safe domain g(x) > 0 and failure domain g(x) ≤ 0
• Multiple failure criteria (limit state functions) are possible  
• Failure probability is the probability that at least one failure criterion is violated 

(at least one limit state function is negative or zero)
• Integration of joint probability density function over failure domain
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Reliability Sensitivity Measures

• Correlation and variance-based sensitivity analysis can assess the variable 
influence only around the mean!

• Sensitivities w.r.t. failure mechanisms are required!



Monte Carlo Simulation

• Robust for arbitrary limit state functions

• Independent of number of random variables

• Huge effort for small failure probabilities

Applicable mainly for benchmarking

X1

X2

g(x) = 0
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Sigma level PF N for cov(PF) = 10%

2 2.3E-2 4 400

3 1.3E-3 74 000

4.5 3.4E-6 29 500 000



Reliability based Robustness Analysis

First Order Reliability MethodAdaptive RSM

Importance Sampling Directional Sampling

X1

X2

g=0

Monte Carlo Sampling

➢ Quantify rare event probabilities 
with minimum effort 
and maximum confidence



First Order Reliability Method (FORM)

• Operates in the space of standardized 
Gaussian variables

• Search for failure point with maximum 
probability density (most probable failure point)

• Equals the point on the limit state surface with 
minimal distance to origin in standard normal space

• Default algorithm is gradient-based optimization 

 Requires continuous limit state function

• Probability of failure is calculated after linearization 
of the limit state function at the design point 

• Distance to origin is called reliability index b

• Can be interpreted as generalization of sigma level

37

Most probable 
failure point
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Run1

Run2

Run3

Run4

Run5

Run6

Run7

Run8

Run9

Run10

First Order Reliability Method (FORM)

• Multiple design point search is 
done be NLPQL optimizer with 
different start points

• This approach detects local 
optima and thus different failure 
regions

• Initial presampling generates 
start points randomly



• Calculation of failure probability for 
multiple failure regions considers the 
over-lapping of the estimated 
linearized regions

Calculation of failure probability in FORM
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Domain 1

Domain 2

Domain 
1 & 2



Reliability Sensitivity Measures – First Order Reliability Method
• Sensitivity indices are defined as normalized derivative 

of failure probability w.r.t. to input parameter variance

• For FORM with a single failure 
domain an analytical solution exists

• 𝛼𝑖 are the coordinates of the most 
probable failure point in the 
standard normal space

𝑆𝑃𝐹 𝑋𝑖 =
𝜕𝑃𝐹

𝜕𝑉(𝑋𝑖)
෍

𝜕𝑃𝐹
𝜕𝑉(𝑋𝑘)

−1

𝑆𝑃𝐹 𝑋𝑖 =
𝛼𝑖
2

σ𝛼𝑘
2

Standard 
normal space

𝜶𝟏

𝜶𝟐 𝜷

෍𝑆𝑃𝐹 𝑋𝑖 = 1



• 2 most probable failure points have been 
found within 20 optimization runs

Example: Three-point Bending Beam
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• Guide the sampling by making use of information about the failure domain, in order to 
increase the amount of failure events

• To warrant correct statistics, each sample is weighted by the ratio of original to 
sampling density

• Different strategies exist to estimate an 
“optimal” sampling density:
‐ Adaptive Sampling detects most dominant failure region

‐ Importance Sampling Using Design Points (ISPUD) can 
assess multiple failure regions but requires previous
design point search e.g. from First Order Reliability Analysis

Importance Sampling Approach
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Adaptive Importance Sampling
• Sampling density is defined by mean values vector and covariance matrix 

of samples in the failure domain 

• Search for dominant failure region by 3–5 sampling iterations

Applicable for non-smooth and even discontinuous limit state functions

 Limited to small to medium number of random variables
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Iteration 1 & 2
1000 samples

Iteration 3
3000 samples
CoV <= 40%

Iteration 4
2000 samples
CoV <= 20%

Iteration 5
5000 samples
CoV <= 10%

Automatic Sample Size & Error Estimator 
• Error estimator of Importance Sampling enables automatic adjustment 

of sample number for Adaptive Sampling and ISPUD

• Iterations and number of samples are automatically adjusted to reach required 
accuracy of failure probability



• Only a single failure region can be 
detected with Adaptive Sampling

• Automatic sample size required 1500 
samples to reach 10% accuracy

Example: Three-point Bending Beam
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• Joint failure probability and error estimator for multiple sampling densities

• Original joint probability density in 
standard Gaussian space

• Modified global sampling density as 
sum of m individual local densities

Importance Sampling Using multiple Design Points
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m2

m1m3

m4

m=4



• Both failure regions could be proven 
by the ISPUD

• Automatic sample size required 1500 
samples to reach 10% accuracy

Example: Three-point Bending Beam

47



Best practice



Approach Non-linearity Failure domains Parameters No. solver runs

Robustness Sampling + 
Distribution fit 

continuous,
monotonic

one dominant 
(for each KPI)

many 100-500 (Pf ≥ 10-3)

Monte Carlo Simulation arbitrary arbitrary many
105 (Pf  10-3)
108 (Pf  10-6)

Directional Sampling arbitrary arbitrary <= 10 1000-5000

Adaptive Response Surface Method continuous few dominant <= 20 200-500

Adaptive Importance Sampling arbitrary one dominant <= 20 1000-5000

FORM + ISPUD continuous few dominant <= 50 2000-10000

Overview on Reliability Algorithms

• Advanced reliability methods reduce numerical costs by a factor of at least 1000

• Verification using a second method is recommended



1. Qualified knowledge of uncertain parameters of the analyzed logical 
scenarios including their interdependencies and constraints

2. Suitable probabilistic model representing the observed uncertainty 
scatter by marginal distribution functions and dependencies e.g. by 
the Nataf correlation model

3. Suitable simulation model, which should cover all important effects 
and phenomena of the investigated scenario with sufficient accuracy

4. Parametric simulation model should be valid for each possible input 
parameter combination within the statistical assumptions

5. Qualified reliability analysis methods which should provide reliable 
estimates of statistical errors 

6. Due to assumptions in different methods, we recommend to verify the 
estimates of failure probability for a certain scenario by a second 
reliability method

Requirements to a Successful Scenario-based Reliability Analysis



Scenario Based Safety 

Assessment of Automated 

Driver Assistance Systems 

using Reliability Analysis 



Scenario-Based Evaluation/ Risk Quantification
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Source picture and formula: http://www.pegasusprojekt.de

Challenge:
Required mileage needed to proof the probability of 
failure of the system is impossible to reach on real road

Solution:
Performs robustness evaluation and reliability analysis for 
parameterized driving scenarios in a way that is much 
more efficient than Monto-Carlo Simulation.
1/ Logical scenario: Reliability analysis on probability of 
failure by decision trees and handbooks
2/ Concrete scenario: Reliability analysis (e.g. Adaptive 
Importance Sampling) to obtain probability of failure by 
simulated concrete scenarios

Benefits:
Only « interesting » concrete scenarios are simulated



• 5000 data points of a cut-in scenario simulation

• 10 input parameters, 75 response values

• Scalar failure criterion combining
several failure mechanism

Customer Application: Safety Assessment of ADAS Systems

Ego vehicle

Cut in vehicle
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Customer Workflow for Safety Assessment of Single Scenario 

1. Sensitivity analysis with Adaptive Surrogate within +/- six sigma ranges 
of scattering inputs by using local refinement considering critical failure modes

2. First Order Reliability Analysis by searching for important failure regions 
on meta-model using only the important inputs

3. Importance sampling in important failure regions with real solver runs 
and all inputs parameters

Sensitivity analysis
FORM on 

meta-model

Importance
Sampling 
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